MODULO

Solutlons for GRC

overnance, Risk and Compliance

Using OVAL for Information
Security Application
Integration

Marlon Gaspar
Senior Software Architect
mgaspar@modulo.com

Modulo — Copyright © All ights reserved www.modulo.com



About Modulo

Modulo is the leading global IT GRC software provider
based in Brazil with North American operations in
Atlanta. We provide a SaaS or on-premise solution for IT
Risk and Compliance needs in every major vertical
market, serving Fortune 1000 clients. Modulo was
recently awarded the top ranking in IT GRC solutions by
SC Magazine. The June issue of CSO magazine features a
cover article of our client, Synovus Financial, and their
risk management automation program using Modulo
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Modulo Comprehensive GRC Solution
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Modulo GRC Metaframework

(4o~

o e T Ay (PR )

% P feenl et G ot g
Joe e ' ‘s "~ -
- | - -~ BTN ‘
[ - ; e f
| e ek
[T

Change Data Base Data Backup  CFO ERP APP
Manager Management  Server
(Fayrol]

Governance Risk Map

pooGoonon
¢ BaOEOOOn e
 ——

7 MODULO

1
www.modulo.com # Solutions for GRC | ‘Z‘__sa":m,,s

Governance, Risk and Complance

Modulo — Copyright © All rights reserved



Modulo Risk Manager Integrations
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MODSIC OVAL Collectors

http://www.modsic.org

Modulo Open Distributed SCAP
Infrastructure Collector (modSIC):
Open Source collection and
assessment service for technology
assets based on the open SCAP
(Security Content Automation
Protocol) standard.

mOd an open source tool for IT GRC
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Integrating
Information Security |
Applications
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In order to Continuous Monitor
a complex environment risk
posture, you need to integrate
multiple assessment solutions.
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Security in a constantly
changing environment
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What you need
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Choose the right integration layer
Model your data

Build the connector

Harmonize your risk indicators
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SAP ABAP Integration
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What you need

1. Choose the right integration layer
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Know your objectives
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Find the frictionless path
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SAP Integration

Integration in the analysis
layer, feeding Risk Manager
with the current control
state of the systems.
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What you need

2. Model your data
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Leverage OVAL existing

constructs
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SAP Integration Schema
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SAP Integration Schema

€2 sapcode_item extension <» oval-scItemType A
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What you need

3. Build the connector
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OVAL modular design
allows easy extensibility
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SAP Integration

modSIC plugin extends OVAL
schema and collection
capabilities to support the
ABAP code scanning
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What you need

4. Harmonize your risk indicators
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Risk Calculation (PSR® — Risk Index)

Relevance (1-5) Business-

related
(Get from

v Mgmt)

PSRE VALUES I
Risk
...... L
Probability (1-5)

in standards
Management du risque —
Vocabulaire — Principes
directeurs pour l'utilisation dans
les normes

Severity (1-5)
Control-related
(Defaults from Security
Lab)

RISK=P.S.R
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Harmonize the data into a single Risk Score
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Manual Risk Management Process
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Automated Process First Year with Modulo
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Automated Process Second Year with Modulo
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Questions?
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THANK YOU

Marlon Gaspar

mgaspar@modulo.com
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